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Lab schedule confirmation

3 Mondays, 12:00-2:00pm

3 Tuesdays, 11:00am-1:00pm

d Wednesdays, 4:00-6:00pm

A Thursdays, 10:00am-12:00pm
A Fridays, 1:00-3:00pm



Chapter 2 Application layer: outline

2.1 principles of network 2.6 P2P applications

applications 2.7 socket programming
2.2 Web and HTTP with UDP and TCP

2.4 electronic mail
= SMTP, POP3, IMAP

2.5 DNS
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Chapter 2: application layer

our goals: + learn about protocols by
<+ conceptual, examining popular
implementation aspects application-level
of network application protocols
protocols = HTTP
" transport-layer = FTP
service models = SMTP/POP3 / IMAP
= client-server * DNS
paradigm % creating network
" peer-to-peer applications
paradigm = socket API
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Some network apps

e-mail

web

text messaging

remote login

P2P file sharing

multi-user network games

streaming stored video
(YouTube, Hulu, Netflix)

voice over IP (e.g.,

real-time video
conferencing

social networking
search

Skype)
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Creating a network app

write programs that:
+ run on (different) end systems
% communicate over network

+ e.g., web server software
communicates with browser
software

no need to write software for
network-core devices

< network-core devices do not
run user applications

< applications on end systems
allows for rapid app
development, propagation

transport
network
data link
physical

application
transport

data link
physical
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Application architectures

possible structure of applications:
% client-server
+ peer-to-peer (P2P)
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Client-server architecture

server.

<+ always-on host

«» permanent IP address
+ data centers for scaling

clients:
< communicate with server

< may be intermittently
connected

< may have dynamic IP
addresses

+ do not communicate directly
with each other
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P2P architecture

g

\/
0’0

\/
0’0

no always-on server

arbitrary end systems
directly communicate

peers request service from
other peers, provide service
in return to other peers

= self scalability — new
peers bring new service
capacity, as well as new
service demands

peers are intermittently
connected and change IP
addresses

= complex management

peer-peer

Application Layer
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Client/server versus P2P

% Throughput and % Management
Scalability: « C/S wins!
+ P2P wins! + Because users in P2P are
<+ Because a server can HIGHLY unreliable.
only serve limited + In the recent years,
number of clients throughput are not a big
+ P2P allows clients problem, management
exchange data among became the main issue.
them. + That’s why we now switch
% That’s why P2P back to C/S

became popular in
early 2000
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Hybrid of client-server and P2P

Skype
= voice-over-IP P2P application
* centralized server: finding address of remote party:
= client-client connection: direct (not through server)

Instant messaging
" chatting between two users is (can be) P2P
* centralized service: client presence detection/location

* user registers its IP address with central
server when it comes online

- user contacts central server to find IP
addresses of buddies
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Presenter
Presentation Notes
Direct P2P could be difficult due to NAT in firewalls – need a hack to get around - NAT traversal problem – see wikipedia
While chatting between two users can be P2P, most IM services use a server to relay messages – message can be stored, not confidential!
Also, chatting P2P without a server will encounter difficulty in crossing a firewall, which may disallow high numbered ports.
From Wiki - Skype also routes calls through other Skype peers on the network to ease the crossing of Symmetric NATs and firewalls. This, however, puts an extra burden on those who connect to the Internet without NAT, as their computers and network bandwidth may be used to route the calls of other users.


+ Interview with Bram Cohen, inventor of
BitTorrent

\/
0’0

& 2:25 - 6:25
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https://www.youtube.com/watch?v=u0xngxfbKAE

Processes communicating

process: program running

o0

o0

within a host

within same host, two
processes communicate
using inter-process

communication (defined by
O5)

processes in different hosts
communicate by exchanging
messages

- clients, servers

client process: process that
initiates communication

server process: process that
waits to be contacted

< aside: applications with P2P
architectures have client
processes & server
processes
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Sockets

+ process sends/receives messages to/from its socket
+ socket analogous to door
" sending process shoves message out door

* sending process relies on transport infrastructure on
other side of door to deliver message to socket at
receiving process

application

socket
] Corocess>

application

controlled by
app developer

controlled
/ ‘f Internet b;O
-
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Addressing processes

< to receive messages,
process must have identifier

+ host device has unique 32-
bit IP address

% Q: does |IP address of host
on which process runs
suffice for identifying the
process!
= A: no, many processes
can be running on same
host

L)

L)

L)

identifier includes both IP
address and port numbers
associated with process on
host.

example port numbers:
= HTTP server: 80
= mail server: 25

to send HT TP message to
gaia.cs.umass.edu web
server:

" [P address: 128.119.245.12

" port number: 80
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App-layer protocol defines

+ types of messages open protocols:
exchanged, + defined in RFCs
" e.g, request, response + allows for interoperability
<+ message syntax: + eg, HTTP, SMTP

= what fields in messages proprietary protocols:
& how fields are
+» e.g., Skype

delineated
< mMmessage semantics

" meaning of information
in fields

+ rules for when and how
processes send & respond
to messages
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VWVhat transport service does an app heed?

data integrity throughput
+» some apps (e.g., file transfer, < some apps (e.g.,
web transactions) require multimedia) require
100% reliable data transfer minimum amount of
throughput to be

+ other apps (e.g., audio) can

i . ”
tolerate some loss effective

- other apps (" elastic apps”)
make use of whatever
throughput they get

4

)

L)

timing

% some apps (e.g., Internet
telephony, interactive
games) require low delay
to be “effective”

security

< encryption, data integrity,
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Transeort service reguirements: common apps

application dataloss throughput time sensitive
file transfer no loss elastic no
e-mail no loss elastic no
Web documents no loss elastic no

real-time audio/video

loss-tolerant

audio: 5kbps-1Mbps yes, 100’ s msec
video:10kbps-5Mbps

stored audio/video loss-tolerant same as above yes, few secs
Interactive games loss-tolerant few kbps up yes, 100’ s msec
text messaging no loss elastic yes and no
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Internet transport protocols services

«

TCP service:

\/
0’0

reliable transport between
sending and receiving
process

flow control: sender won’ t
overwhelm receiver

congestion control: throttle
sender when network
overloaded

does not provide: timing,
minimum throughput
guarantee, security

connection-oriented: setup
required between client and
server processes

UDP service:

< unreliable data transfer
between sending and
receiving process

<« does not provide:
reliability, flow control,
congestion control,
timing, throughput
guarantee, security,
orconnection setup,

Q: why bother? Why is
there a UDP?
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Internet apps: aEEIication, transport Erotocols

application underlying
application layer protocol transport protocol
e-mail SMTP [RFC 2821] TCP
remote terminal access  Telnet [RFC 854] TCP
Web  HTTP [RFC 2616] TCP
file transfer FTP [RFC 959] TCP

streaming multimedia HTTP (e.g., YouTube), TCP or UDP
RTP [RFC 1889]
Internet telephony  SIP, RTP, proprietary

(e.g., Skype) TCP or UDP
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Chapter 2: outline

2.1 principles of network 2.6 P2P applications

applications 2.7 socket programming

= app architectures with UDP and TCP
" app requirements

2.2 Web and HTTP

2.4 electronic mail
= SMTP, POP3, IMAP

2.5 DNS
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Web and HTTP

First, a review...
% web page consists of objects

+ object can be HTML file, |JPEG image, Java applet,
audio file,...

+ web page consists of base HTML-file which
includes several referenced objects

+ each object is addressable by a URL, e.g.,

www . someschool .edu/someDept/pic.gif

——— ——

host name path name
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HTTP overview

HTTP: hypertext
transfer protocol

+ Web’ s application layer
protocol PC running

+ client/server model Firefox browser

= client: browser that
requests, receives,
(using HT TP protocol)
and displays” Web
objects

= server: Web server
sends (using HTTP
protocol) objects in iphone running
response to requests Safari browser

server
running
Apache Web
server

22
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HTTP overview (continued)

uses TCP:

« client initiates TCP
connection (creates
socket) to server, port 80

« server accepts TCP
connection from client

» HTTP messages
(application-layer protocol
messages) exchanged
between browser (HTTP

client) and Web server
(HTTP server)

< TCP connection closed
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HT TP connections

non-persistent HT TP

% at most one object
sent over TCP
connection

" connection then
closed

% downloading multiple
objects required
multiple connections

persistent HTTP

+» multiple objects can
be sent over single
TCP connection
between client, server
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Next class

+ Please read Chapter 2.3-2.4 of your textbook
BEFORE Class
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